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Abstract

Auditing large language models (LLMs) is in-
creasingly urgent as these systems are deployed
in high-stakes settings, yet existing evaluation
practices are ill-suited to meet auditing require-
ments. Directly repurposing standard evaluation
tools can yield incomplete or misleading conclu-
sions, e.g. overstating robustness when evidence
comes from static prompts rather than adaptive,
real-world interactions. This position paper ar-
gues that effective LLM audits must instead gen-
erate dynamic, context-sensitive, budget-aware,
and reliable evidence. To support this position, we
analyze how each of these principles can be oper-
ationalized through a four-component framework:
Auditing Scope, Interactor, Evaluator, and Output.
We highlight design requirements, assumptions,
limitations and research directions, demonstrating
how high-level principles can be translated into
concrete, actionable, evidence-based procedures.

1. Introduction

Artificial Intelligence (Al) auditing is becoming urgent as Al
systems are deployed in high-stakes settings, from legal ad-
vice to medical diagnosis (Megan Ma, 2023; Esmaeilzadeh,
2024). Without credible oversight, such deployment can am-
plify misinformation, systemic bias, and other unintended
harms (Suresh & Guttag, 2021; Chehbouni et al., 2024; Ben-
gio et al., 2025). Consequently, regulatory initiatives such
as the EU AI Act (Hupont et al., 2023) and the U.S. NIST
AI Risk Management Framework (Al, 2023) require organi-
zations to conduct audits, with phased compliance timelines
beginning in the mid-2020s in the European Union.

Auditing has conventionally referred to an independent ex-
amination of complex processes, aimed at verifying com-

"McGill University, Montréal, Canada >Université Paris-
Saclay, Paris, France 3ILLS, Montréal, Canada “Mila, Montréal,
Canada CNRS, France. Correspondence to: Clea Chataigner
<clea.chataigner @mila.quebec>.

Preprint. February 6, 2026.

pliance with standards or regulations (Gupta, 2004; IEEE,
2008; Mokander et al., 2024). Translating this logic to Al
is difficult: classical audits presume relatively stable, well-
specified processes, while modern Al systems are probabilis-
tic, adaptive, and context-sensitive (Raji et al., 2020). These
tensions are amplified for large language models (LLMs):
they are general-purpose, interactive systems whose behav-
ior shifts with prompts, users, and environments. Mature op-
erational LLM auditing frameworks remain limited, with ex-
isting proposals articulating high-level principles (Mdkander
et al., 2024) but offering little practical guidance on how
audits should be conducted or how audit evidence should be
systematically collected.

Meanwhile, the technical literature repurposed to fill this
gap—LLM evaluation—has evolved toward different goals.
Many protocols emphasize static, benchmarked, single-turn
settings (Hendrycks et al., 2021; Phan et al., 2025); rely
on costly and inconsistent human judgments (Clark et al.,
2021; Zhou et al., 2022; Howcroft et al., 2020); or use imper-
fect automated and LLM-based metrics (Fabbri et al., 2021;
Bavaresco et al., 2025; Chehbouni et al., 2025). They also
struggle to capture abstract, context-dependent behaviors of
real deployments and often overstate what is actually mea-
sured (Wallach et al., 2025). Although recent work explores
more dynamic and interactive evaluation (Yu et al., 2024;
Zhu et al., 2023; Kim et al., 2025), most protocols remain
centered on comparative performance rather than producing
decision-relevant evidence aligned with auditing require-
ments, under realistic access and resource constraints (Blod-
gett et al., 2021; Wang et al., 2024b). For example, a model
may pass static safety benchmarks yet fail in multi-turn
conversations where user goals shift, conversation history
accumulates, or tool use introduces new attack surfaces.

In this position paper, we argue that auditing is not eval-
uating: LLM audits must produce dynamic, contextual,
budget-aware and reliable evidence. Evaluation estimates
average performance under fixed conditions; auditing is a
decision procedure that must justify whether a particular
system meets a stated standard in a stated context, using a
transparent protocol and a finite evidence budget (bounded
queries, time, compute, and finite human review/labeling).
This does not require testing all contexts: audits should
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Figure 1. The process of LLM auditing.

declare scope and allocate budget to the highest-risk inter-
action patterns and user populations. As a result, auditing
requires (i) interactions that reflect realistic use cases and
user contexts, (ii) explicit accounting of constraints on time,
computation, and human expertise, and (iii) tools adapted to
yield interpretable, reliable, and actionable evidence rather
than aggregate scores.

This paper is organized as follows. We first review related
work on LLM auditing and evaluation in Section 2. We
then introduce a four-component framework for LLM au-
diting in Section 3: the Auditing Scope (what behaviors
and decisions are in scope, and what evidence matters), the
Interactor (how the audit probes the system), the Evaluator
(how outputs are interpreted and validated), and the Audit-
ing Output (how evidence is compared to regulations and
summarized into conclusions and guarantees) (Figure 1).
Section 4 uses this framework to articulate key distinctions
between auditing and traditional evaluation. Finally, Sec-
tion 5 presents research directions, and Section 6 analyzes
alternative views.

2. Related work
2.1. AI and LLM auditing

Auditing has traditionally been understood as an indepen-
dent review of complex processes to evaluate whether they
adhere to established standards or regulations (Gupta, 2004;
IEEE, 2008; Mokander et al., 2024). Transferring these
ideas to Al is non-trivial: classical audits assume stable,
well-specified processes, whereas Al systems are adaptive,

probabilistic, and often opaque (Raji et al., 2020).

This has motivated the emergence of Al auditing as a dis-
tinct, multidisciplinary field spanning computer science,
law, organizational studies, and ethics (Sandvig et al., 2014;
Kearns et al., 2018; Selbst, 2021; Bandy, 2021; Floridi et al.,
2022; Minkkinen et al., 2022). Frameworks have been pro-
posed across technical, legal, and organizational dimensions
(Raji et al., 2020; Metaxa et al., 2021; Mokander et al., 2021;
Brown et al., 2021), highlighting that risks often arise from
system design, deployment context, and governance rather
than model behavior alone.

For LLMs and other foundation models, however, concrete
technical auditing procedures remain underdeveloped de-
spite widespread deployment. Mokander et al. (2024) high-
light this gap and argue that LLM audits require methodolog-
ical adaptations, proposing a three-layer framework span-
ning governance, model, and application audits. While there
is growing consensus on LLM auditing goals, there is lim-
ited guidance on operationalizing these goals into concrete,
evidence-based procedures (Li & Goel, 2025; Costanza-
Chock et al., 2022; Guha et al., 2024). Existing proposals
largely stop at high-level principles and rely on limited
technical tools, often centered on static benchmarks. Defin-
ing audit principles alone is insufficient without specifying
what evidence is collected, under what constraints, and what
claims it supports.

The goal of this paper is to help bridge this gap by focusing
on the operationalization of technology audits for LLMs.
We deliberately exclude governance and ecosystem audits
(Mokander et al., 2024; Birhane et al., 2024), which raise
distinct methodological and sociotechnical challenges. Al
audits vary along several other dimensions (Table 1, Ap-
pendix A) but our primary focus is on compliance-based
audits, assessing adherence to predefined standards, rather
than risk-based audits, aimed at informing model develop-
ment. We further restrict our analysis to black-box auditing
and discuss these limitations in Section 7.

2.2. LLM evaluation

LLMs are general-purpose, generative, and highly adaptive
systems. Consequently, the targets of their evaluation, i.e.
capabilities, behaviors, or societal impacts, are often ab-
stract, context-dependent, and entangled with human values
and societal norms (Wallach et al., 2025), making them
challenging to evaluate.

Historically, evaluation has addressed measurement chal-
lenges using closed-form generation tasks (e.g multiple-
choice questions), where scoring is straightforward
(Hendrycks et al., 2021). However, such tasks oversim-
plify real-world usage and fail to capture the complexity of
open-ended generation (Wei et al., 2024). This has moti-
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vated a shift toward evaluating open-ended outputs, such
as summaries, stories, or dialogue. Traditional approaches
rely on human judgment along multiple dimensions, includ-
ing factuality, coherence, or creativity (Fabbri et al., 2021).
While human evaluation remains the gold standard, it is
costly, difficult to scale, and prone to inconsistency (Clark
et al., 2021; Zhou et al., 2022; Howcroft et al., 2020).

Automated metrics offer scalable alternatives. ROUGE (Lin,
2004) measures n-gram overlap and evaluates surface-level
similarity and content coverage, while perplexity measures
the predictive likelihood of a model as a proxy for fluency.
BERTScore (Zhang et al., 2020) leverages contextual em-
beddings to assess semantic similarity between generated
and reference text. Despite their efficiency, these metrics
correlate poorly with human judgment for complex, open-
ended generation tasks (Fabbri et al., 2021).

These limitations have contributed to the widespread adop-
tion of LLMs-as-Judges (LLJs). LLJs use LLMs to automat-
ically assess generated outputs along diverse dimensions,
such as factuality, coherence, or ethical considerations, en-
abling more nuanced and scalable evaluation than traditional
automated metrics (Liu et al., 2023). However, LLIJs intro-
duce new challenges regarding validity, reliability, and con-
sistency, raising questions about whether their judgments
truly reflect human preferences (Bavaresco et al., 2025;
Rawte et al., 2023; Chehbouni et al., 2025).

While these developments address how outputs are eval-
uated, most evaluation protocols still rely on static,
benchmark-centered inputs and where performance is eval-
uated in one isolated input—output interaction (single-turn)
(Phan et al., 2025). Such settings are well suited for esti-
mating average performance under controlled conditions,
but they seriously differ from realistic interaction patterns
(Blodgett et al., 2021; Wang et al., 2024b). Recent work
has begun to explore more dynamic and interactive evalu-
ation settings, including LLM-based interactors that adapt
prompts based on model responses (Yu et al., 2024; Zhu
et al., 2023; Kim et al., 2025), but these approaches bring
their own limitations when repurposed for auditing, which
we discuss in detail below.

Opverall, current LLM evaluation remains focused on com-
parative performance, offering little guidance on how to
collect, prioritize, or interpret evidence under realistic con-
straints. This motivates our core claim: existing evaluation
tools do not directly support auditing objectives.

3. A Unified Framework for LLM Auditing

Building on gaps identified in prior work (Li & Goel, 2025;
Costanza-Chock et al., 2022; Guha et al., 2024), we now
address the practical question of how to operationalize LLM
audits. Existing work often treats auditing objectives, tools,

and evaluation methods in isolation, leaving the overall pro-
cess unclear. To address this, we propose a unified frame-
work decomposing LLM auditing into core components.

The framework builds on two literatures: Auditing Scope
and Auditing Output come from the Al auditing literature,
which emphasizes evidentiary standards and reporting re-
quirements (Raji et al., 2020; Cen & Alur, 2024); Interactor
and Evaluator are inspired by LLM evaluation research,
including dynamic and adaptive testing methods (Yu et al.,
2024; Zhu et al., 2023; Kim et al., 2025). By bridging these
perspectives, the framework clarifies how evidence is gener-
ated, interpreted, and communicated, supporting systematic
audit design.

Before introducing the four components, we define the LLM
Auditee as the system under audit. This may be an isolated
LLM, an LLM augmented with safeguards or monitoring
mechanisms (Neumann & Singh, 2025), or a multi-agent
system. For simplicity, we focus on a single LLM, whether
or not it is embedded in a larger system, and defer discussion
of multi-agent audits to Section 7. We then formalize LLM
auditing as a four-component process (Figure 1):

Auditing Scope The auditee is situated within an explicit
Auditing Scope, which specifies the task or capability under
examination, the boundaries of the system under audit (e.g.,
whether to include the system prompt, guardrails, monitor-
ing mechanisms, user interfaces, and deployment context),
the operational constraints, such as the total number of
queries, prompts, or API calls permitted during the audit,
and the stopping criteria. The scope also determines the
evidence needed to certify that the auditee meets predefined
risk, performance, or compliance criteria.

Interactor The Interactor is the component responsible
for interacting with the LLM auditee. Interactions may
be generated by humans, LLMs, or a combination of both.
They can be (i) static, where all prompts are fixed in ad-
vance (e.g., benchmarks); (ii) partially dynamic, where ini-
tial prompts are fixed but follow-up questions adapt to model
responses; or (iii) fully dynamic, where interactions evolve
entirely online. The interactor’s objectives may also vary.
Interactions can be adversarial, aiming to elicit failures; col-
laborative, providing feedback or guidance; or observative,
intended to probe behavior without steering the model.

Evaluator The Evaluator component assesses the out-
puts produced during interactions between the Interactor
and the LLM auditee. Evaluators may take several forms:
automated metrics, human judgment, LLJs, or a combina-
tion. The evaluator may operate at different levels, scoring
individual responses or the whole interaction. In some set-
tings, evaluation outcomes may further guide the Interactor,
enabling adaptive auditing procedures.
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Figure 2. Key operational principles for LLM audits.

Auditing Output The audit produces an explicit Audit-
ing Output, presenting evidence and specifying claims or
guarantees within the defined scope. Here, evidence refers
to the collected observations, measurements, or artifacts,
such as model responses, interaction logs, failure cases, or
metric scores, that support conclusions about the auditee’s
compliance. Outputs may include quantitative summaries,
structured reports, annotated examples of failures, or formal
compliance statements. Unlike evaluation scores, auditing
outputs are context-bound, interpretable, traceable, and ex-
plicit about limitations, stating what was examined, under
which conditions, and with what confidence.

4. Operational Principles of LLM Auditing

Having decomposed LLM auditing into four core compo-
nents, we articulate four operational principles that distin-
guish auditing from evaluation. Audits must be context-
sensitive, cover relevant behaviors under resource con-
straints, support dynamic interactions, and collect valid
and reliable evidence (Figure 2). Each principle highlights
common evaluation-derived failure modes and motivates
requirements on specific components of our framework.

We illustrate each principle using three auditing use cases:
(i) LLMs for code generation used in professional and edu-
cational settings (Wang et al., 2025b); (ii) LLMs used for
legal research and practice (Megan Ma, 2023); and (iii) ed-
ucational LLM tools that provide writing and application
support to students (Prabhudesai et al., 2025).

4.1. Audits must be context-sensitive

We begin by arguing that LLM audits are inherently context-
sensitive: audit claims are only meaningful when grounded
in the specific tasks, risks, and usage settings of a system.

By contrast, general-purpose evaluation often measures ab-
stract capabilities without grounding them in real-world

contexts (Hendrycks et al., 2021; Phan et al., 2025), mak-
ing it unclear what is being measured and why (Wallach
et al., 2025). Audits, however, operate differently: they test
contextual hypotheses rather than global properties. This
requires auditors to specify what evidence would suffice to
reject a presumption of compliance within a clearly defined
scope (Cen & Alur, 2024). Defining that Auditing Scope,
with tasks, domains, usage contexts, audit targets, and ad-
vocacy objectives, is essential to produce interpretable, ac-
tionable, and relevant evidence (Birhane et al., 2024; Raji
& Buolamwini, 2019). It also clarifies the limits of audit
claims in the Auditing Output: a system may perform ac-
ceptably in one context while failing in another.

Crucially, these contextual specifications directly shape In-
teractor design by determining which interactions are per-
missible, meaningful, and representative. Yet interactors
derived from evaluation settings often struggle to meet these
requirements. Benchmark-based interactors risk producing
artificial and decontextualized interactions (Blodgett et al.,
2021; Crockett & Messeri, 2025), while human interactors
may overlook critical behaviors if they do not reflect the
target user population (DeVos et al., 2022; Gadiraju et al.,
2023; Kapania et al., 2023; Fan et al., 2022). LLM-based
interactors introduce complementary challenges: they can
generate unnatural prompts (Jones et al., 2023; Lee et al.,
2025a) and exhibit output homogenization (Wu et al., 2025;
Sourati et al., 2025), including mode and knowledge col-
lapse (Jiang et al., 2025; Zhang et al., 2025a;b; Wright et al.,
2025). These effects can systematically exclude certain
demographics or usage patterns (Chataigner et al., 2025;
Agnew et al., 2024).

These risks appear across our use cases, underscoring the
need to clearly define the Auditing Scope. For coding LLMs,
should the Interactor mimic expert developers or beginner
students? Legal LLMs may require fact-checking mecha-
nisms to detect fabricated cases or counterfactual hallucina-
tions (Weiser, 2023; Dahl et al., 2024) while conversational
LLMs demand attention to stereotypes, cultural norms, and
other biases. Context also shapes the audit process: testing
educational LLMs with hiring scenarios outside the system’s
deployment (Prabhudesai et al., 2025) produces unrealistic
behaviors and offers no real-world insight. Similarly, audit-
ing legal LLMs without accounting for jurisdiction-specific
terminology can elicit fluent but irrelevant responses.

4.2. Audits must prioritize coverage under resource
constraints

Even when relevant tasks, risks, and usage settings are
clearly specified, auditors must still decide how extensively
these contexts are explored under finite resources. This
motivates a second operational principle: coverage under
resource constraints.
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Auditing faces a fundamental trade-off between coverage
and budget. Meaningful audits require structured coverage,
ensuring that relevant usage contexts, stakeholder groups,
and plausible failure modes are examined (Sandvig et al.,
2014; Raji et al., 2020; Birhane et al., 2024; Mokander
et al., 2024), while operating under limited queries, time,
compute, and expert review. The auditing process must
therefore include a principled stopping rationale under an
explicit budget, specified in the Auditing Scope and reflected
in the design of both the Interactor and the Evaluator.

By contrast, evaluation protocols typically rely on implicit
or arbitrary stopping criteria. Benchmarks fix the number
of test items, treat them as equally informative and assume
that aggregated performance sufficiently characterizes the
system. However, benchmark items vary widely in difficulty
and diagnostic value (Hofmann et al., 2025; Siska et al.,
2024), and uniform sampling can obscure rare but high-risk
behaviors. Under resource constraints, not all interactions
should be treated equally: the Interactor should prioritize
interactions by expected information value, and these deci-
sions should be documented in the Auditing Output, explain-
ing why certain evidence was collected and others were not
(Cen & Alur, 2024).

We can highlight such trade-offs through our use cases. In
coding audits, simple syntactic fixes are inexpensive to test
but provide limited diagnostic value, while multi-file de-
bugging or iterative refactoring are more informative yet
costly (Jain et al., 2025). In legal auditing, scarce expert fact-
checking forces trade-offs between broad domain coverage
and deeper jurisdiction-specific analysis. In educational set-
tings, auditors cannot cover all student populations, requir-
ing explicit assumptions about demographics and trade-offs
between many short interactions and fewer, longer pedagog-
ical exchanges (Wang et al., 2024a).

4.3. Audits must be dynamic

Building on the need for context-sensitive coverage under
resource constraints, we argue that static interactions alone
cannot satisfy these requirements, making dynamic inter-
action essential.

First, real users interact with LLMs through open-ended,
multi-turn exchanges (Zhao et al., 2024), yet static bench-
marks are inherently single-turn and most evaluation proto-
cols neglect this interactive dimension (Wang et al., 2024b;
Pan et al., 2025). As discussed in Section 4.1, audits should
reflect actual user behavior; a static Interactor therefore
fails to capture behaviors that emerge only over sustained
interaction. In our first use case, coding with a LLM is
highly collaborative: users refine code across multiple turns,
test outputs, and debug errors. Many failures such as com-
pounding bugs surface only through this back-and-forth and
are invisible to single-turn prompts (Pan et al., 2025).

Second, static benchmarks are vulnerable to contamination
and memorization. When benchmark items appear in train-
ing data, auditee models may retrieve memorized answers
rather than engage in genuine reasoning, inflating apparent
performance and masking real weaknesses (Alzahrani et al.,
2024; Zhou et al., 2023). In our second use case, directly re-
using legal benchmarks such as LawBench (Fei et al., 2024)
or LegalBench (Guha et al., 2023), which may overlap with
training data, can overstate faithfulness while failing to sur-
face real legal hallucinations. Dynamic interaction lets the
Interactor explore novel inputs, producing evidence that
better reflects deployment behavior (Kim et al., 2025; Li
et al., 2025a; Yu et al., 2024).

Third, auditing under explicit budget constraints requires
adaptivity. As examined in Section 4.2, interactions should
be prioritized to spend resources efficiently. While static
interaction treats all queries as independent, adaptive in-
teraction allows the Inferactor to condition future queries
on observed outputs (Kim et al., 2025; Yu et al., 2024; Bai
et al., 2023). When coupled with intermediate signals from
the Evaluator, this helps concentrate effort where risk or
uncertainty appears highest, for example, pushing further
along a failing line of reasoning in a coding audit, ensuring
that limited resources are used efficiently and diagnostically.

4.4. Audits must collect valid and reliable evidence

Even when the preceding principles are met, the reliability
and validity of interactions and evaluations remain critical:
flawed Interactor and Evaluator components can compro-
mise the collected evidence, and in turn, undermine the
conclusions reported in the Auditing Output.

Dynamic evaluation typically assumes that follow-up inter-
actions are coherent, relevant, and informative (Li et al.,
2025a; Yu et al., 2024; Bai et al., 2023). However, this
assumption is fragile. LLM-based interactors may hallu-
cinate, produce incoherent steps, or reinforce prior errors
rather than reveal new failures (Laban et al., 2025; Gorle
et al., 2025). Some frameworks justify the use of LLM-
based interactors by citing their effectiveness in synthesis
and reasoning tasks (Amirizaniani et al., 2025). This pre-
supposes that reasoning competence translates into reliable
interactions, an assumption that remains largely unvalidated.
Human interactors also face limitations: without domain
expertise, familiarity with realistic usage, or auditing expe-
rience, follow-ups may fail to elicit meaningful behaviors.
For example, in educational settings, student auditors strug-
gled to conceptualize and evaluate LLLM biases on their own
(Prabhudesai et al., 2025).

Even if interactions are well-designed, evaluations them-
selves are not inherently reliable. LLJs are often treated
as proxies for human judgment (Chehbouni et al., 2025),
but this assumes well-defined constructs and correct an-
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notations, which are rarely scrutinized. LLJs also exhibit
documented limitations in instruction adherence, robustness,
domain expertise, and faithfulness (Chehbouni et al., 2025;
Hu et al., 2024; Agarwal et al., 2024; Si et al., 2024). A par-
ticular concern is self-enhancement bias (Liu et al., 2024a),
where models favor outputs from the same or closely related
model families, a risk amplified when the auditee might
incorporate an unknown LLM from the same family as the
Evaluator. Human evaluation is also imperfect: judgments
are influenced by task framing, incentives, and annotator
background, leading to noise and inconsistency (Clark et al.,
2021; Howcroft et al., 2020; Zhou et al., 2022).

Importantly, in a dynamic process, the Evaluator can pro-
vide intermediate signals to the Interactor guiding future
queries or triggering early stopping. If the evaluator is
flawed or miscalibrated, it can misguide the interactions
(Shen et al., 2025), leading to incomplete or biased evi-
dence. For example, Yu et al. (2024) allow the evaluator
to terminate interactions early when a response is deemed
“egregiously inadequate”, which can prematurely halt explo-
ration and miss informative failures. In coding audits, such
errors can cause the Interactor to focus on false mistakes of
the auditee instead of exploring other behaviors.

In summary, effective LLM auditing requires four interde-
pendent principles: grounding audits in real-world contexts,
ensuring coverage under explicit resource constraints, sup-
porting dynamic interactions, and collecting valid, reliable
evidence. These principles illustrate why traditional evalua-
tion tools are insufficient for auditing: they are often static,
decontextualized, and prone to unreliable measurement.

5. Research directions

The principles above highlight open challenges for LLM
auditing that current evaluation and auditing practices do
not resolve. This section outlines research directions aris-
ing from these challenges, focusing on formalizing audit
claims, designing interactions under resource constraints,
and collecting valid, reliable evidence.

5.1. Contextualization and audit scope

A central research challenge for LLM auditing is mov-
ing beyond decontextualized evaluations toward making
claims that are explicitly scoped, interpretable, and decision-
relevant.

Scoping audit claims. A central research direction is clari-
fying what audit evidence can legitimately support about the
LLM auditee. Building on work on validity and reliability
(Salaudeen et al., 2025; Weidinger et al., 2025; Wallach
et al., 2025), future research should formalize how differ-
ent forms of evidence support different kinds of claims,
and how confidence in those claims depends on the quan-

tity, diversity, and quality of audited interactions. Making
these limits explicit ensures that audit findings are inter-
preted appropriately and used effectively for governance
and decision-making.

Grounding interactions in real-world usage. Research
should design interaction-generation pipelines that reflect
actual user behavior rather than artificial prompts. This
can include drawing on real user queries (Zhao et al., 2024;
Aerni et al., 2024; Jiang et al., 2025) or user-reported er-
rors and failures (Deng et al., 2025; Cabrera et al., 2021).
Automated generation can be guided by linguistic or struc-
tural constraints to better match realistic usage contexts
(Chataigner et al., 2025; Lee et al., 2025b). Persona-based
generation may further improve realism (Abdulhai et al.,
2025), though care is needed, as simplified personas can
misrepresent real users (Wang et al., 2025a).

Expanding behavioral diversity. Improving behavioral
coverage requires actively countering output homogeniza-
tion. Relevant techniques include verbalized or diversity-
aware sampling (Zhang et al., 2025a) and varying decod-
ing strategies for the Interactor: higher-temperature set-
tings could generate more varied prompts (Li et al., 2025a;
Troshin et al., 2025), although some work favor determinis-
tic decoding for reproducibility (Yu et al., 2024; Bai et al.,
2023). The extent to which these methods capture audit-
relevant diversity remains an open question (Peeperkorn
et al., 2024). For human interactors, diversity-aware an-
notation and recruitment strategies provide complementary
mechanisms to ensure coverage across user groups and us-
age patterns (Parrish et al., 2024).

5.2. Coverage, adaptivity, and budget-aware auditing

Auditing LLMs requires maximizing coverage of relevant
behaviors while staying within limited budgets. Adaptive
strategies and principled aggregation ensure that interactions
are informative, and that reported evidence clearly reflects
both what was explored and what remains unexamined.

Optimizing interactions under budget constraints. Audit-
ing under limited budgets requires principled prompt selec-
tion. Adaptive strategies help focus resources on the most
informative interactions, including Item Response Theory to
estimate prompts likely to reveal meaningful behavior (Hof-
mann et al., 2025), targeted stress testing through automated
red-teaming (Jones et al., 2023), structured exploration with
tree-based strategies (Li et al., 2025a), and Information The-
ory metrics to quantify information gain and redundancy
(Gorle et al., 2025). Uncertainty estimates can further guide
early stopping (Farquhar et al., 2024; Kuhn et al., 2023;
Yadkori et al., 2024; Li et al., 2025b). Such methods need to
be reported in the Auditing Output to justify why certain ev-
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idence was collected and others were not, and why auditing
stopped where it did.

Aggregating interaction-level evidence. A key direction
for the Auditing Output is moving beyond simple score
average to more meaningful aggregation. Future work could
model the diagnostic value of interactions, for example
by weighting evidence based on difficulty, rarity, or risk
relevance (Hofmann et al., 2025; Li et al., 2025a; Truong
et al., 2025). Besides, beyond providing quantitative results,
the Auditing Output needs to incorporate qualitative analysis
(Birhane et al., 2024). For such tasks, LLMs may assist in
synthesizing interactions into higher-level summaries (Kim
et al., 2025) or selecting the most interesting interactions
as examples. However, the relevance and completeness of
such tools must be carefully scrutinized, as poor synthesis or
selective emphasis could undermine the audit’s conclusions.

5.3. Validity, reliability, and governance of audit
evidence

Auditing outcomes are only useful if both interactions
and evaluations are valid, reliable, and properly governed.
Achieving this requires coordinated human—AI collabora-
tion, explicit interfaces between interaction and evaluation,
and systematic validation of both processes.

Enabling human-AlI collaboration. Combining the com-
plementary strengths of LLMs and humans can improve
both efficiency and reliability of the Interactor. LLMs can
rapidly generate candidate interactions, many of which may
be invalid, while humans can efficiently judge test validity
but generate new tests more slowly and with high variability
(Ribeiro & Lundberg, 2022; Rastogi et al., 2023). Similarly,
the Evaluator can combine scalable LLJs with targeted hu-
man oversight, allocating routine or low-risk judgments to
LLMs and reserving human expertise for domain-specific,
high-impact, or uncertain cases (Pan et al., 2024; Sterz et al.,
2024; Ashktorab et al., 2025). Open research questions
include how to route cases between evaluators, integrate
human and model feedback, and constrain these workflows
under a budget (Shankar et al., 2024; Miranda et al., 2025).

Coupling interaction and evaluation. To support adaptive
auditing, interaction and evaluation must be tightly coupled.
The Evaluator should be able to defer judgment, request
additional evidence, or signal uncertainty. Abstention mech-
anisms, such as those explored by Li et al. (2024), provide
a foundation for deciding when evaluation should proceed
versus when further interaction is needed. Future research
should explore how making this interface explicit supports
more principled stopping criteria and ensures that evidence
collection and judgment remain tightly coupled.

Validating the interactors and evaluators. All auditing
tools require systematic validation. An LLM Interactor
should be evaluated for coverage, consistency, and adher-
ence to realistic usage patterns, using human annotation
for instance, rather than assumed reliable by default (Li
et al., 2025a; Yu et al., 2024; Bai et al., 2023). Similarly,
validating LLJs should go beyond simple correlation with
human judgments, for example by aligning the entire judg-
ment distribution with human responses (Chen et al., 2025),
quantifying model-human agreement (Polo et al., 2025),
and modeling rating indeterminacy when multiple interpre-
tations are plausible (Guerdan et al., 2025). Techniques
such as confidence scoring and uncertainty estimation can
further flag inconsistent or low-reliability judgments (Far-
quhar et al., 2024; Kuhn et al., 2023; Yadkori et al., 2024,
Li et al., 2025b). These approaches help surface ambiguous
cases, contested norms, or edge behaviors, enabling audits
to produce robust, evidence-based claims without collapsing
diverse evaluative perspectives into a single score. Improv-
ing human Interactor and Evaluator is equally critical, for
instance by improving experimental design and performing
statistical evaluations (Schuff et al., 2023).

Governance and meta-auditing. Finally, auditing outputs
themselves must be open to scrutiny. Questions of trans-
parency, reproducibility, and accountability extend to the
audit process and its conclusions. Prior work on partici-
patory accountability and meta-auditing asks who defines
auditing criteria, who evaluates audit quality, and whose in-
terests audits ultimately serve (Costanza-Chock et al., 2022).
Developing standards, documentation practices, and exter-
nal review mechanisms is a critical direction for ensuring
that auditing outputs are trustworthy and actionable.

6. Alternative views

In this section, we present several perspectives that provide
alternatives to our position and discuss their merits and
limitations.

Evaluation is equivalent to auditing. Some may argue
that LLM auditing is simply a specialized form of evalua-
tion, and that improved evaluation tools could be directly
repurposed for auditing. Indeed, many challenges we raise,
such as validity and reliability of LLJs, are well-known in
the LLLM evaluation literature, and in principle could be
addressed within that community (Salaudeen et al., 2025;
Weidinger et al., 2025; Wallach et al., 2025). LLM eval-
uation and auditing also share conceptual elements: both
operate under finite budgets, and define tasks or contexts
that guide measurement.

However, auditing imposes distinct requirements that stan-
dard evaluation tools do not fully satisfy. Audits differ in
both scope and output: evaluation often summarizes average
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performance or informs model development, whereas audit-
ing produces evidence-based guarantees, qualitative insights,
and actionable claims about system behavior. Consequently,
while LLM auditing necessarily relies on evaluation tools,
these tools must be designed, fine-tuned, or optimized with
explicit auditing objectives in mind, rather than assuming
they can be directly repurposed.

Audits should be based on fixed, undisclosed bench-
marks. Others argue that LLM auditing should rely on
fixed, undisclosed benchmarks. Such tools are indeed repro-
ducible, easier to validate, and, when undisclosed, robust
to data contamination. Existing LLM auditing frameworks
already incorporate standardized benchmarks (e.g. GLUE,
SuperGLUE, BIG-bench) (Mdkander et al., 2024), and static
audits have demonstrated real-world impact such as Gender
Shades for bias in facial analysis (Buolamwini & Gebru,
2018; Raji & Buolamwini, 2019). Moreover, some high-
stakes applications like resume screening do not require
multi-turn interaction, suggesting auditing research should
focus on improving benchmark design rather than develop-
ing dynamic audits (Liu et al., 2024Db).

Yet static audits cannot capture out-of-distribution behavior
or support adaptive exploration under budget constraints
(Lunardi et al., 2025; Cohen-Inger et al., 2025; Kim et al.,
2025; Yu et al., 2024; Bai et al., 2023). Effective auditing
requires conditioning future probes on observed outputs to
prioritize areas of high uncertainty or potential harm. Purely
static audits may suffice for narrowly scoped settings but
fail to generalize to most real-world LLM deployments.

Audits should only be conducted by humans. Finally,
some may argue that reliable audit evidence requires ex-
clusively expert human judgment, especially in high-stakes
domains such as election-related queries (Palta et al., 2024)
or legal reasoning (Cheong et al., 2024), while we discussed
several automated components in this paper. Human inter-
actors and evaluators can capture subtle, context-specific
issues that automated systems often miss, and across audit-
ing practice, humans remain central due to their ability to
interpret nuance, exercise professional judgment, and con-
textualize findings (Sterz et al., 2024). Human judgment is
also widely regarded as the gold standard in LLM evalua-
tion, with automated metrics typically validated against it
(Fabbri et al., 2021).

This paper does not argue for replacing or broadly augment-
ing human auditors with Al. Rather, we focus on structuring
LLM audits to produce valid, reliable evidence. Within
this framing, relying solely on humans poses practical chal-
lenges: auditing is costly, time-consuming, and difficult to
scale. Carefully designed automated components may there-
fore support specific parts of the process, such as interaction
generation or preliminary evaluation, by increasing cover-

age or consistency. However, humans remain responsible
for interpreting evidence, resolving ambiguity, and making
audit claims. As emphasized throughout this paper, fully
automated auditing carries substantial risks, including mis-
interpretation and output homogenization, making human
oversight indispensable.

7. Limitations and Future Work

While our analysis clarifies key principles for single-LMM
auditing, several limitations and open questions remain.

We concentrate on single LLMs, whereas an increasing
body of work considers multi-agent or multi-model systems.
While the framework we propose could be extended to such
settings, for instance by placing the Inferactor in direct
interaction with multiple agents, this introduces additional
challenges. Multi-agent audits require assumptions about
the Interactor’s ability to coordinate, attribute, and adapt
interactions across multiple LLMs; we leave these questions
to future work.

We also focus on black-box access, which dominates prac-
tice due to IP constraints and API deployment. In contrast,
white-box access enables techniques such as gradient-based
attacks, mechanistic interpretability, or data-centric analyses
(Casper et al., 2024). White-box signals like internal repre-
sentations, confidence estimates, or training artifacts could
inform prioritization, coverage, and uncertainty estimation,
but integrating them into the Interactor and Evaluator would
require substantially different assumptions and mechanisms
than considered here.

More broadly, while this paper highlights key limitations
of evaluation-derived tools when repurposed for auditing,
additional failure modes and practical constraints will likely
emerge as LLM auditing practices mature and diversify.

8. Conclusion

In this paper, we showed that LLM audits are decision-
oriented procedures designed to justify claims about a spe-
cific system in a specific context, under explicit constraints
on queries, time, computation, and human review. We ar-
gued that effective auditing rely on four interdependent
principles, producing dynamic, contextual, budget-aware
and reliable evidence, rather than relying on benchmark- or
score-centric evaluations. By decomposing the process into
four components (Auditing Scope, Interactor, Evaluator,
and Auditing Output), we illustrated how these principles
can be operationalized into concrete procedures and high-
lighted where current evaluation practices fall short. We
hope this helps shift the focus from evaluating isolated per-
formance metrics to designing audits that provide clear,
reliable, and actionable insights.
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A. Al Auditing dimensions

Table 1 summarizes key dimensions along which Al audits can vary, highlighting how differences in objectives, auditor
position, system access, relationships with developers, and timing, shape what evidence can be collected and what conclusions
can be drawn.

While many tools discussed in this paper apply across all these axes, our primary focus is on compliance-based audits,
which assess adherence to predefined standards rather than risk-based audits aimed at informing model development. We
further restrict our analysis to black-box auditing.

Table 1. Key dimensions along which Al audits differ (Mokander et al., 2024; Sandvig et al., 2014; Raji et al., 2020; Casper et al., 2024).

Dimension Type Definition
Audit Objective Compliance-based  Assesses adherence to predefined rules, standards, or legal requirements (e.g., regulations,
internal policies, documentation obligations).
Risk-based Asks open-ended questions about how a system works to identify and control risks.
Auditor Position Internal Conducted by the system developer or deploying organization, often integrated into internal

governance, risk management, or quality assurance processes. Allows deeper system access but
may raise independence concerns.

External Performed by independent third parties (e.g., regulators, civil society, auditors, researchers).
Typically operates under constrained access to systems and data.
System Access Black-box Allows auditors to design inputs for a system, query it, and analyze the resulting outputs.
White-box Allows auditors full access to the system. This includes access to weights, activations, gradients,

and the ability to fine-tune the model.

Outside-the-box Grants auditors access to additional information about the system’s development and deployment.
There are many types, which can include methodological details, source code, documentation,
hyperparameters, training data, deployment details, and findings from internal evaluations.

Auditor—Developer Adversarial Auditors operate without cooperation from the system owner, often using black-box testing,
Relationship probing, or reverse engineering to uncover risks or harms.
Collaborative Auditors and system developers cooperate, sharing internal documentation, models, or data to
jointly identify and mitigate risks.
Audit Timing Ex-ante Conducted before system deployment to anticipate and mitigate potential risks.
Ex-post Conducted after deployment, drawing on real-world performance, observed harms, user feedback,

and incident reports.
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